ATS: Setting Up the Forgot ID/Password Function IOP

Athletes have a link on the web portal to use if they forget their password. However a few things
have to be set up first for this link to work. This document will go over the set up and information that
is required for these links to work. Users are also able to do a password reset. With the update in
May of 21 we have included the ability to reset accounts after they have been locked due to
incorrect password attempts.
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Site Info Confiquration:

The first step is to make sure your system is set up to LU Windows  Help
be able to send emails. This is controlled in the Site Info

area. Select Admin—> Site Info—> opt (1) tab. . Site Info

Primary Modules Securty Tab Ordpr  Opt(1)

pt(2) Opt{3) Swipe Card Biling Claims/EDl Pre-Login  Kiosk

Custom  Inventory

Primary user title {ex. Athletic Trainer): |Ath|etic Trainer |

Athlete Identifier (ex. Athlete ID): |Student ID number |

1st Addr Title: |Home Address | 2nd: |School Address

[ Force injury screen display for users after login

Enable batch report processing based on the schedule defined
Smartphone search by team? B

Weight deficit percentages to use for hydration alerts: (2 = 2%) Level 1: Level 2:

Levels used are determined by your administrator.

Grid colors:  Alt Row

Mew Row

Information Privacy Settings _ _ : - H
Allow Privacy Settings Mote: Frlve!cy geﬂm_gs onloff are de?ermmed by your administrator. ATS makeg ne
) determination in this area for our clients and uses our best efforts to ensure privacy. Similarly
Allow Secure Messaging  the use of secure messages are subject to your organization's policies and federal/state/local
Email /Message Oplions

Staff Notices. .. i i
Pat 1 Part 2 ices Notices for__. Nightly Notices_.. MNote/Batch Schedule. ..

Send ils after Athlete Portal Ch
Use aut il for group notices (limitation/injury/note) L] Sen ema!sa = . e
[] Send emails after Kiosk Changes
Use delayed de for secure messages

ail preface from your schdw{org for encyption:

\ ﬁilfﬂenage Options
ote: All emails generated ™o staff frof pat 1 Part 2
coltrolled by the "Motification...” list on th

“Your staff email address to use for sending.  (The "From" email address):

|joe@keﬁerdeve|opmentcom |

{The "From" email address. This should not be an ATS email address)
SMTP Server:

Login: |ioe@keﬂerdevelopmerﬁ.com Pazawird: l_r cL

¢¢¢¢¢¢¢
if Needed__Use

Test Email
] SMTP Port: Settings
Mote: ATE is not compatible with any 2-factor email system.

ATS does not have its own email system, it is built to utilize yours. To ensure this area works

correctly get the associated information from you IT department. Please see the help doc, SMTP
Configuration for further details on getting this set up and fully functional.
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Site Info—Security settings:

On the security tab, you are able to customize a few things. We have made several requirements.
Be sure to give your password token some time to be processed by both our server as well as yours.

The security settings affect all users in the data base, as well as emergency contacts and athletes
logging into the system.

Primary ~ Modul Securty Jab Order Opt(1) Opt{?) Opt(}) Swipe Card Biling Claims/EDl Pre-login  Kiosk  Custom  Inventory

General
Force passv:crrd change? # Days: (30 to 363) Forgot password token good for: minutes (3 to 20) B
Lock user after (3 to 5) failed tries? Min Password Length: (Bto12)
Users strong password? | Kiosk timeout in seconds:
Athletes/Emergency Contacts strong password? Force logout after: For: EI min (0=Disabled)
[] Reauire Athlete/Emergency .
Contact Password change asof 7/ ~| cL B

[] Disable the view password capabilities for all users. .. c 8 Use Recommended

= . Settings
[ Enable the ATS Web Portal(s) cookie policy |1 View a copy ofthis policy &4

] " a - Require All Users to
Allow users to use the "Account Reset" function Change Their Password

ATS 2-Factor Authentication [f
Staff: [ Use ATS 2-factor authentication for users?  2-factor code delay: seconds
Athletes: [ | Use ATS 2-factor authentication for athletes? — 2-factor code delay: seconds
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Athlete Using Forgot Password:

Athletes must have their email address information
filled out to be able to utilize the forgot password link.

8. Athlete - Denty, Brian =] -=- k]
[ Archived [ Clearedto Play / / ~||eL | CTP Status: D v
Name: m H_HDEW J Team/Sport/Evert Status Posttion/Dis | As OF CTP Date
Fsty My Tt
Phane: | | Year: [ serior | Ashley U - South Men Bassbal Active nA718
Gender:(Mae | DOB:|02/14/00 “len
Email: |ashley@kefferdevelopment com [ " Yo+ EEREEIEE < 5
W Mok for review [l Paperwork Comp Ml Cognitive Concuss Complete |3} Card
Injury *  Medication Notes/Staff/Msg ©  Concuss Evals * Licton T — ibilae 2 Docer Additicnzl lok canait, View
Injunes *  Modalities * Rehabs *  Limitations ©  Service R
injuy Date+ | Status Body Pat | Inury Type
Mame: |Brian | | Denty /
[Farst) (M1} st
Phone: Year: | Senior / e E
Record: [4] 4 0of o [k [kl
zender: | Male ~ | DOB: 02714/ w | CL
M
FEDRUBEE B W: o
ail: |ashley@kefferdevelopment.com 19

sft Athletic Trainer System ® Athlete Portal Login Forgot your Password?
=i= Joe Tech Please enter your Email Address and Database and click Submit.
-
:‘:U: Email

Database: |~ atsjoe

Please contact your medical staff if you de not know all the information above to request a
password reset

[ Student ID
— number
t :__ Password Cancel Close
A=
o Database: atsjoe . .
l ] The athlete will be able to get their password reset, or
e — their ID number sent to them so they can log in. As long
Ecteotyour SudertID puater? as they have their email address in their account, AND

If you have ANY questions or problems you need to contact your it is UNIQUE to their profile. If there are duplicate

sports medicine staff at your school. Passwords need to include a . . . .
Capital Letter, Number and Special character email addresses, this function will not work. The

http://lwww.athletictrainersystem.com/

forgot password function cannot differentiate
between accounts with multiple addresses.

Forgot your Password?

Please enter your Email Address and Database and click Submit

More than one record was found matching the email address in this database.
Please check spellings or contact your medical staff.

Email: joe@kefierdevelopment.com

Database: | atsjoe

Please contact your medical staff if you do not know all the infermation above to request a
password reset

Cancel Close
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Staff Forqgot Password:

For the staff link to work correctly, their email must be entered in their user profile, correctly. As a
note, if an email address is entered in a profile more than 1 time; you will not be able to do a forgot
password. The system cannot differentiate which account to reset. This is commonly seen if there is
a general admin account, or test profile.

= Once they are on the users account screen, select the Reset Login Info box.
Name: |Joe Streckfus ‘ . . .
Fstlas) o tor ] Aot Tamer [ PRN St They will see three areas for security questions.
iﬂ [[] Coach [] Doc/Phy/MNurse [] Other ) . ;
[ Studert Strength/Condition All 3 are required for reactivation.
User 10: . Password: srrrazsases
Disabled On-> Reset B ct )
ji::,-:; [ <]
Email Addr |ioe@keﬁerdeve|opment com /|
I i 'I’ i ‘S,;‘ l]
Tite: | / |
lcense#: [ | password Question #1: |In what city or town was your first job ? w |
change on next login . .
Answer #1: |another city | | Save the information after
Phone/Location Email Signature  Home Address  Reset Login Info f|"|ng |n the queStlonS
: . | What is the color of your eyes?
Question #1 ‘ v| ﬂemon 22 | ¥ y e |
Answer #1: | P - Answer H2- |pur|:-le |
P
Queston #2. / -] Cuestion H3: |‘.".|'hat was the name of your first pet? ~ |
Answer H2 ‘ |
Answer H3: |d|:uggo |
Guestion H3: ‘ v|
ngerﬁa ‘ y
o

Security questions are controlled via each users profile. After they are created, they will need to go
back in and select the question and provide an answer.

If your staff locks their account with failed password attempts, the forgot password link
does not reset their account. It will change their password, but not allow them to
reactivate their account.

For further information see the help doc for Resetting Account Information.
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https://www.athletictrainersystem.com/pdf_files/Reset_Process_Info.pdf

