ATS - 2 Factor Authentication

ATS has 2 Factor Authentication built into the system for use. You must first turn this feature on
in the Site Info area. Go to Admin—> Site Info—> security tab.
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Change Their Password

ATS 2-Factor Authentication [
Staff: [ ] Use ATS 2-factor authentication for users?  2-factor code delay: seconds
Athletes: Use ATS 2-factor authentication for athletes?  2-factor code delay: seconds

Save Close

In the middle of the Security tab you will see the 2 Factor Authentication area. You are able to
use that for staff members logging in to ATS. You must turn the feature on by checking off the
box to the left. The 2 factor code delay controls how long the email code sent is valid for.

The 2 Factor for Athlete/patient/emergency contacts is live and working. They will need to have
email or text address in order to be able to utilize and access the portal

Be sure to save your changes. In testing it can take between 1-3 minutes to get the email. Be
sure to provide time to allow staff and patient/athletes time to get the code and log in.
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ATS - 2 Factor Authentication

Once 2 Factor Authentication is enabled your users will see this prompt when they attempt
to sign into the system. If the user’s email & text information are entered both choices will be
available. After the choice is made ATS will send the user code using the method chosen.

Your administrator requires

N 2-factor authentication.

_Advanced -
Choose your action below...

Private info Beta...

Text me the code

Email me the code
A
\ o

ATS Desktop Version 11.0.1.6

A new window will open after you
make your choice. This will display
that a message has been sent and
how. Be sure to then check the email
address/text address registered in
your account for the 2-factor code.

2-Factor Authorizatior\ Email

Message sent.

2-factor code email sent.

oK

"

2 factor from the desktop, the emails will be sent from Thu 7/1/2021 %:21 AM

noreply@porthos.atsusers.com We made that change .
pVER s noreply@porthos.atsusers.com

to hopefully help eliminate the 2-factor emails not

getting sent/received by the staff members. Security Message from ATS
From the staff portal, they will be sent from the email To  joe@kefferdevelopment.com

defined in site info. If there is not an email address

defined for more info on that see, configuring SMTP, it

will come from noreply@porthos.atsusers.com .

If you continue to have issues, make sure to speak
with your IT department Enter the co ou received by email or text

On the new screen that opens,
after you hit ok on the email sent
box, the 2-factor entry box will
show. Enter the code, and you will You have approximately
be logged into your ATS. 300 seconds

oK Cancel

to enter your code

Copyright © by Keffer Development Services, LLC


https://www.athletictrainersystem.com/pdf_files/SMTP_Configuration.pdf

ATS - 2 Factor Authentication

2-factor log in from Staff Portal:

=i ATS Staff Portal:

. User 1D joe streckius
& B € = .
(S (L Password: Password
\ = —
s TI\: [— Forgot your Password?
Reset your Login
Database: atsjoe

Number of active users: 2

[ W] F oF JSSslowe v

Which method do you want to use to complete the validation process?

) Email
mal E your authorization code.
Email: joe@kefferdevelopment.com
Send Code Cancel Login ) )
Validate Code Cancel Login

After entering your password, and selecting the pathway your would like your two factor code to be sent
the authorization code box will automatically populate. The portal works differently from the desktop
version, and essentially are already off of your schools network by being in the browser.

Copyright © by Keffer Development Services, LLC



ATS - 2 Factor Authentication

2-Factor for Patients/Emergency Contacts:

This does affect any avenue the patients or emergency contacts will be attempting to log in. The Patient Phone,

Patient Portal, or Family Communication center.

The two factor codes for the athlete portal will also be coming from the email address

defined in site info.

Athletic Trainer System ® Athlete Portal Login
Joe Tech

T

To

-

Thu 7/1/2021 %:58 AM
joe@kefferdevelopment.com
Security Message from ATS

joe@kefferdevelopment. com

Your 2-factor security code is: 60156344

© Send Email to joe@kefferdevelopment.com
Send Code

If you have ANY quegflions or problems you need to contact your
sports medicine stglf at your school. Passwords need to include a
Capitajfetter, Number and Special character

Athletic Tra’aer System ® Athlete Portal Login

_I_ Joe Tech
L
- e

AUS

Authorization Code Verification

Enter your authorization cede.

Validate Code Send Another Code

If you have ANY questions or problems you need to contact your
sports medicine staff at your school. Passwords need to include a
Capital Letter, Number and Special character
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Enter the code from the email
or text you received in the

space. Hit validate to enter

the portal.




